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Introduction

The publication “Safeguarding Against Internet Crime Experienced by Adults with
Intellectual Disability. Case Studies” was created as a result of intellectual output O1 in the
project Be.Safe- Educational support for persons with intellectual disability suffering
internet crime and violewre financed from Erasums+ programme.

Anyone can be a subject to cyber violence, and that is becoming an unfortunate element of
everyday life. However, knowing that persons with disabilities are much more likely to
become victims of violence, and in particular persons with intellectual disability, who are
within this group exposed to further vulnerabilities, it is easy to conclude that persons with
intellectual disability are much more prone to cyber violence than many, if not even any,
other groups.

Project partners intend to collect case studies which demonstrate the examples of
situations in which persons with intellectual disabilities can be or really were victims of
cyber violence. Collected cases are enriched by comments of psychologists and police
representatives.

The case study is to bring knowledge for teachers, trainers, therapists of how to avoid
internet danger and if something has happened how to recognize that a person with
intellectual disability experienced any violence, how to support and help.



Polish Association for Persons with Intellectual
Disability (PSONI)

Case stug 1 Publiation of photos

Age Ms A: 37
Mr B: 33
Type of disabil ity |MsA:severe
Mr B: severe
Where is she/ he f r|MsA: Warsaw
big town etc.) Mr B: Otwock
Where does she/ he Ms A: with mother
own f Il at, pr ot ect e ( MrB:with mother
Wh a't does she/ he dMs A: since 1995 participant of the
home, at wor ks hop ¢ Occupational Therapy Workshop
Mr B: participant of the Occupational Therapy
Workshop

Where does she/ he ( MsA:onlyOccupational Therapy Workshop
Mr B: telephone

Ot her important i nf

Heroes of the story: Ms A. and Mr B, both with intellectual disability, participants of
Occupational Therapy Workshop.

Both use smart phones and take photos.

Mr B. made photos of Ms A. Ms A. let to make photos on which her head, raised top and bust
were visible.

Ms A.: | remember him making me photo, instead of this | did not want, | was telling him this. He
had these photos in his phone.

Why did not You want him to keep them in the smart phone? What kind of photos were there?

Ms A: Because now it is forbidden to upload them. One can pay a penalty. He threatened me that
he would throw it on the internet. You know what, I've learned to not do that anymore. | do not
know howto say it. Do not go into such details, do not allow to take such photos.



t 38 0K2f23A4a0Q4a 02YYSyl

The situation that Ms A describes shows that not only publication, but even the threat of
publishing unwanted content on the web can be a problem situation. From the information
provided by Ms A, it appears that her blinded picture did not go to the internet. However, her
friend used this photo to threaten her. Ms A was aware that he was doing it unlawfully. Ms. A
mentioning this experience says that she taught her to not allow her to take these types of
photos.

It is worth paying attention to the importance of providing people with intellectual disabilities
(even those who do not use the Internet) with information about the risks resulting from taking
pictures of them. The situation that happened to Ms. A can be used (in an anonymous way) as a
pictorial example of this type of threats. A person with intellectual disability should be informed
regarding the publicity of its image, and therefore consent to take pictures of it and the
permission to publish these photos, such as on the internet, related to that consent. At the same
time, people with intellectual disability who have telephones with a camera should be informed
that before taking someone's pictures, they should ask the person for permission.

t 2t AOSYlFyQa O2YYSyi

The described case could be reported to the nearest police station. It could have been done by
both the aggrieved party and other people from the environment who knew about the case in
accordance with the statutory obligation imposed on them to notify law enforcement agencies
of a crime prosecuted ex officio. Every time the police officers, when they become aware of the
suspicion of committing a crime, make a legal and criminal assessment in terms of whether the
behaviour of the perpetrator depletes the features of the offense specified in the penal act. In
addition, they inform the person reporting whether the offense is prosecuted ex officio or at the
request of the victim.



Case study 2 Unwanted contacts via Skype

Age Ms X: 33
MrY: 35
Type of disabil i ty]|MsX moderate
MrY: moderate
Where is she/ he f r|MsX: Warsaw’ssuburbs
big town etc.) MrY: Warsaw
Where does she/ he Ms X: with sister, parents passed away
own f Il at, prot ect eq{MrY:with mother
Wh a't d dehse sdhoe i n | | Ms X: participant of the Occupational Therapy
home, at wor kshop Workshop
Mr Y: participant of the Occupational Therapy
Workshop

Where does she/ he Ms X: telephone, own computer at home
Mr Y: telephone

Ot her important inf

Ms X and Mr Y met in the training flat. They spent there, together with some other persons and
trainers, one month.

Ms X: He came to my room, he was laying on my bed. | did not want. | was afraid | would get
pregnant. Afterleaving the flat | had unpleasant things on Skype. He continued writing to me.
He kept bothering me. And, what more, | remember, he was importunate, he kept calling me and
he began to speak ugly. My mother called the police, the policewoman called mid, | to
everything. And the police was taking to him.

| got angry and | blocked him, because | did not like what he wrote and did. | could not block him
and | asked therapist. She showed me how to make this and | did it by.Ryse this time | do
not callhim and he neither.

t 3@ 0K2f23A4a0Q4a 02YYSyl

Ms X describes a situation in which the knowledge contained in the so-called real has moved to
the network. On-line contact, if both parties agree on it, can help people with intellectual
disability to expand and maintain social contacts. People with intellectual disability often have
limited mobility (difficulties in moving around the city, difficulties in learning new travel routes)
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or move independently on designated routes, e.g. place of residence - a daily care center.
Internet messengers, such as Skype, can be a good solution if a disabled person is unable to
meet a new friend in their free time.

However, in the case of Ms. X, the new acquaintance turned out to be an unpleasant experience
for her. Her relationship shows that Mr. Y contacted her too often and began to insult her over
time. Ms. X on this situation informed a family member who decided to report the case to the
police. It is worth paying attention to Ms. X's decision-making autonomy and the ability to
acquire the necessary information. Ms. X knew that Skype had the function of blocking
unwanted friends and asked for help from a support person from the institution she attends.
After obtaining the necessary information, she blocked Ms. Y and thus interrupted her unwanted
acquaintance.

t 2f AOSYIFyQa O2YYSyi

In the case described, the parents intervened correctly by reporting the case to the police. Other
people from the environment who knew about the case could also report this case, in
accordance with the statutory obligation imposed on them to inform law enforcement agencies
about committing a crime prosecuted ex officio. Every time the police officers, when they
become aware of the suspicion of committing a crime, make a legal and criminal assessment in
terms of whether the behaviour of the perpetrator depletes the features of the offense specified
in the penal act. In addition, they inform the person reporting whether the offense is prosecuted
ex officio or at the request of the victim.



Case study 3 Unsuccessful date with a dating portal user

Age 30
Type of disabil ity | Moderate
Where is she/ he f r|Warsaw

big town etc.)

Where does she/ he With family

own f Il at, protecte

Wh a't does s he/ he (¢ Atthe moment of the event was a participant

home, at wor kshop of the Occupational Therapy Workshop,
currently works in the store: she distributes
the goods

Where does she/ he Telephone, own computer at home

Ot her important i nf{

Ms K is an active internet user. The disability can be noticed in a peer-to-peer talk. She also has
some problems with moving.

Ms K: | have a Bcebook account. | do shopping-lime. For example | buy shoes. | also have an
account on the date portalHave a pretty photo there. Somiay | met someomon the portal. |
made an appointment and came to the date. But all that was very unpleasant.

So what’s happened?

Ms K: | do not want to talk about this.

How did You feel about it?

Ms K: | was very frightened and sorrywas
very frightened and sorry.

Have You now profile on a date portal?

Ms K: No, only Bcebook. But here You can
also meet someone. There are special groups.

Have You learned something from that

situation?

Ms K: Yes, | learned that



| learned that it was good that | met in the city cent

t aeOK2ft23AaGQa O02YYSyl

The described situation, despite the fact that we have very little information, shows that people
with intellectual disabilities can use and use dating sites. Meeting with a man met by the Internet
was a very unpleasant experience for Ms K. She does not want to talk about him, we only know
that she got scared and then signed off from the dating site. Ms. K. retained the basic principle
of security during meetings with people met through the Internet, which consists in arranging a
public place. In addition, it is worthwhile to inform those around you that you are going to a
meeting and where and when it will take place. Persons from the surrounding of people with
intellectual disability should provide them with such information in order to prevent dangerous
situations.

t 2f AOSYlFyQa O2YYSyl

In this case, it is very difficult to determine if police intervention is necessary or possible, as the
participant of the events gives very little information. The described case could be reported to
the nearest police station. Every time the police officers, when they become aware of the
suspicion of committing a crime, make a legal and criminal assessment in terms of whether the
behaviour of the perpetrator depletes the features of the offense specified in the penal act. In
addition, they inform the person reporting whether the offense is prosecuted ex officio or at the
request of the victim.



Case studies 4,5,6 Privacy issues in sogdiam

Age 24

Type of disabil it y| DownSyndrome
Where is she/ he f r|Bigtown
big town etc.)
Wheresheddhe | i ves | Withparrents
own f Il at, protecte

Wh a't does she/ he Participant of the Occupational Therapy
home, at wor ks hop | Workshop

Where does she/ he | AthomeandatOTW

Ot heporitmant i nf or m|Mr. A isaveryactive person on social media

D: At the D: At the beginning | want to ask you what you use the internet? What benefits do you
get from it?

A: | use Internet to search for information. Among other things about fameosgle and
footballers.

D: Which portals do you use?

A: There are two. Facebook and Instagram.

D: What are you doing online yet?

A: | listen to songs oYouTubeand watch movies. Mainly romantic comedies.

D: | understand. So the internet is used to search for information, watch movies and listen to
music. What else? Think about how you use it every day?

A: | put football information on &ebook. | mainly focus on the figure of Robert Lewandowski.
On Instagram | put pictures of places | go to and | do infgself.

D: What unpleasant happened to you when you used the internet?

A: It started with a situation in which on my fpage on Facebook (Begarding broadly defined
activity in the sphere of an amateur actor A.) a certain man wrote to me. He useddtdsand

acted as a representative of an agency for actors. He proposed to me to participate in the
advertising of the famous food product, in which Bartszek from the volleyball team of
Poland took patrt.
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| founded the actor's fapage after performingn atheatre review for people with disabilities. |
gave here my real mobile number, which was later used. | know that | can not give such
information. | added them, however, and thus the previously mentioned man from the fictional
advertising agency cadilcall me.

D: Tell me what you did in this situation? Who helped you solve this situation?

A: My brother helped me. Logged in to my account and wrote on my behalf. He monitors to some
extent the content | publish the internet. My parents did not know abmufctivities on social
networks. They only learned about the problem that arose. The man from the fictional acting
agency knew that | was a disabled person.

D: This man impersonated the acting agency. Was it a kind of laughing at you? Are any threats?

A:Laughing at me. Brother warned the man that he would be called by the police. And my brother
reported the matter to the police.

D: How did it end? Have you been invited to some court hearing?

A: Not

D: | understand. Are you incapacitated?

A: Yes

D: So someone was acting on your behalf?

A: Yes

D: So you do not know how this case ended but you know that your brother reported it to the
police?

A: Yes

D: What has this situation taught you?

A: It taught me that you should not put yopersonal information in palic.

t aeOK2ft23AaGQa 0O02YYSyl

If a person with a disability is not left "alone" while using the Internet, there is a chance that he
or she will tell the supporters or family members of events that may be potentially dangerous.
We do not have detailed information on how Mr. A informed his brother about the advertising
fraud and how he learned that the data the person is giving is fictitious. It would be worth to
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know if it was Mr. A himself who felt that the situation was suspicious, or did brother after
talking with Mr. X come to the conclusion that it is worth checking the identity of this person?

In the presented situation, one more dependence (also identified during the previous SafelLabs
project) can be seen - often people who are addressed to people with intellectual disabilities are
siblings, i.e. people who themselves use the Internet. As Mr. A says - the parents did not know
about his activity on the Internet. It can be assumed that parents do not use the internet
themselves or use it to a limited extent. This situation shows how important it is to educate not
only people with intellectual disabilities, but also people around them. Mr. A's brother decided
to inform the police. Mr A does not have information about how the investigation took place,
justifies it because he is incapacitated. In similar cases - even if they relate to incapacitated
persons - it is important that a person with a disability is involved in making decisions to inform
the Police and have access to information about the outcome of the proceedings. It is worth for
Mr. A to find out how this case ended. Thanks to participation in the decision making process of
informing the Police and information about how the case ended, Mr. A would have a chance to
build a sense of perpetration and influence on his own life, which counteracts the phenomenon
of learned helplessness. People with intellectual disabilities often experience learned
helplessness, a feeling that they have no influence on what is happening in their lives. Learned
helplessness, can expose them to experiencing violence, both on the Internet and in the so-
called the real world.

t 2t AOSYIFyQa O2YYSyi

In the case described, the family intervened correctly by reporting the case to the police. Other
people from the environment who knew about the case could also report this case, in
accordance with the statutory obligation imposed on them to inform law enforcement agencies
about committing a crime prosecuted ex officio. Every time the police officers, when they
become aware of the suspicion of committing a crime, make a legal and criminal assessment in
terms of whether the behaviour of the perpetrator depletes the features of the offense specified
in the penal act. In addition, they inform the person reporting whether the offense is prosecuted
ex officio or at the request of the victim.

CASE 4

D: | wanted to finish the first thread and go to the videos posted on YouTube (channel of a

fictitious band more functioning as a group of friends moving their mouths to disco polo. All this

combined with a free interpretation of the dance was posted as a movie on the channel). In the

comments on these videos also an unpleasant situation occurred? Would you like to tell her
about it?

12



A: When | uploaded videos from my vestalge performances with my group, | encountered a
wave of threats ad unfavourable comments on th@uTubgortal. Dad saw this comment and
called my brother. He ordered the channel to be removed. There was one more incident and now
| know | can not publish. Brother and sistetaw now know what | publish.

t aeOK2ft23AaGQa O02YYSyl

The case is presented rather laconically, it would be advisable to obtain additional information,
including on the content of threats and unfavourable comments and how Mr. A felt when he
read them. We do not know what was the reaction of Mr. A to these comments. Did he feel hurt
or was he angry that someone wanted to scare him and offend him? Remember that not every
insulting comment will cause a person with intellectual disability to feel that they have been
hurt. That is why it is worth asking about his/her feelings, thanks to that we will assure that
her/his feelings are important and in the future she/he will treat us as people she/he can turn
to when a problem appears. However, regardless of emotional reaction, steps should be taken
to remove comments, block their author, etc. In this case, although we do not know the content
of the comments, it can be assumed that Mr A experienced the so-called hate speech. It is not
known whether the comments referred to the disability of people appearing in the video. In
such situations, apart from actions aimed at deleting comments, submitting and blocking people
who write them is important to talk with a person who has experienced hate. Explain what
should be done to block / report the perpetrator, but also to ensure that nobody has the right
to treat others in such a way. It is important that a person with disability, with the support of a
trusted person - in this case a family member - could make decisions about activities, have
information about what steps will be taken and if possible take an active part in them (e.g. with
the appropriate support remove or comment by his/her own).

Another thing worth noting is how dad Mr. A learned about the comments. Does Dad monitor
the activity of Mr. A on the net, did Mr. A himself ask his dad to see these comments? Who made
the decision to delete the channel? Did brother talk to Mr. A and explain to him why such an
idea seems good? One wonders whether removing a channel with videos that Mr A co-created
with friends was the best solution. If the videos were not offensive to anyone, you could leave
them, but delete comments or block the option of commenting on the movie. The final decision
regarding the films should be taken by Mr A after discussing this with his brother.
One more reflection, if our relatives with intellectual disabilities run accounts on FB, YouTube,
Instagram, "make friends" with them on the Internet (of course if they agree to it). In this way,
we will see what they do on the internet and in case of unpleasant comments we will be able to
effectively, and above all, quickly support. Mr. A mentions that after this situation brother and
sister-in-law know what he puts on the net. If this is done with the consent of Mr A, it can be an
effective way to monitor his activity in the network and prevent dangerous situations. However,
it should be remembered that the same person with intellectual disability should decide what
to publish on the web. The environment should support, provide information, but to support
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independence, people from the environment should not replace users with intellectual
disabilities in making such decisions.

CASE 5

D: And next problem?

A: | recorded the movie with my mobile phone from the TV screen. It was removed from the
channel because it infringed comynt.

D: Do you know what copyright is? Did you know that you are violating the law?

A: 1 did not know. | did not know the rules.

D: Would you like to learn about copyright so that the violations that have occurred do not take
place?

A: Of course, yes,

D: Here we have an additional thread about the ignorance of copyright rules by people with
intellectual disabilities. | understand that you want such material to be created. This knowledge
would make you feel safer online?

A: I would like to know what to pubh on the internet.

D: Did those situations change anything in your online activities? Are you afraid more? Are you

more careful?
A: Sistetin-law explained to me that | should be careful on social networks.

D: What would you advise people who also have a problem with such cyber harassment? What

should such people do in your opinion in the first place?

A: Toyou my deas and children and especially. If someone is disabled, | encourage you to be
careful.In order to the court and the police do not have to help, let your parents view your
online activities.

D: | encourage you to follow the research results and publications related to this in an easy-to-

read text. Thank you for the conversation.

14



t 38 0K2ft234A4a00Qa 02YYSy

The situation of copyright infringement described by Mr. A shows that he wants to be a
conscious Internet user and is eager to get new information on how to use it safely and legally.
Asked if the above situations (cases 4 and 5) changed something in his behaviour, Mr. A indicates
that he now has more information about the rules that help maintain security. Mr. A is aware of
the fact that in order to navigate safely on the internet he needs access to information, but also
agrees to his family's monitoring of his online activity.

Summarizing comments

taeoKz2f23Aa0Qa 02YYSyi

As in the case of other forms of violence, abuse or mental suffering, people from the
environment should pay attention to changes in the behaviour of a person with intellectual
disability using internet. It should be
remembered that they do not have to
be consistent with our image of how a
person experiencing violence behaves
(sadness, taciturnity, crying). The
experience of being abused can also
cause anger, aggression, changes in
appetite, difficulty sleeping, excessive
arousal. Therefore, no changes in the
behaviour of a person known to us can
be underestimated. If we know that a
person with intellectual disability we
know is an internet user, it is worth
talking to her about it, be interested in
what the Internet uses, what activities
make her joy, pleasure. Thanks to our
interest, we increase the likelihood that
if something unpleasant happens,
person with disability will tell us about
it. It is worth talking about what the dangers of using the internet may be (including signing an
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unwanted contract, knowing someone who insults us, deceiving, unpleasant comments on social
networks). To make start easier one can use brochures for self-advocates in easy to read text. It
is advisable to take courses on safe online behaviour for people with disability as well as for
supporting persons. It is important that an internet user with an intellectual disability chooses a
trusted person from the surrounding to whom he can turn if he has problems or will feel hurt,
offended while using the internet. Even if a trusted person does not have extensive technical
knowledge about Internet safety, he/she can first emotionally support a person with an
intellectual disability and help her/him find a professional help, or help decide to report a case
to the Police. Education plays a key role in the prevention of cyberbullying. A person with
intellectual disability should know the basic principles of Internet security, should also know
what can be done and who she/he can turn to if she/he feels threatened and / or hurt when
using the internet. From the information presented in the described cases, the majority of
people with disability reported that they are concerned about the situation that happened to
them on the Internet.

t 2f AOSYIFyQa O2YYSyi

Referring to the reported events, the descriptions of which were obtained during the
examination, | would like to inform you that the scenes depicted in the script unfortunately
contain too little information that would allow an accurate legal and criminal assessment of the
presented events. To determine that a particular behaviour is a crime, it must contain all the
elements required by the law for a given type of crime. The characteristics of the incident in the
Act, the entirety of which determines the offense, must be proved in criminal proceedings, so
that a proper conviction for a given offense may take place. In summary, each situation requires
an individual approach to a specific event and the legal and criminal assessment takes place only
at the moment of gathering all the evidence in the case. It is worth mentioning that the criminal
procedure in Poland imposes an obligation to publicly inform law enforcement agencies about
committing a crime prosecuted ex officio. According to the Code of Criminal Procedure,
"everyone learning about a crime being prosecuted ex officio has a social obligation to notify
the prosecutor or the police". The term used means that every law-abiding citizen of the country
has a moral and an ethical duty to inform law enforcement about the possibility of a crime. Not
reporting a suspicion of committing a crime do not causes penalty imposed, however, by
providing information about the crime, the citizen contributes to the detection and punishment
of the perpetrators, and thus to increasing security. The obligation to immediately notify the
prosecutor or the Police, in case of having knowledge about the offense prosecuted ex officio,
also applies state and local government institutions. According to the Code of Criminal
Procedure institutions, having knowledge of a crime (in connection with their activities), are
obliged to take necessary actions until the organ is appointed to prosecute crimes or until the
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appropriate prosecutor's order is issued by that body do not allow to remove the traces and
evidence of a crime .

If the aggrieved party is a minor or incapacitated person completely or partially, his or her right,
including the right to submit the application, is exercised by a statutory representative or the
person under whom the victim remains custody (Article 51 & 2 k.p.k.).
Summing up, it should be emphasized that whenever a crime occurs, or in our opinion can occur,
as well as in any worrying situation, it is crucial to report such a matter to the Police, which will
take appropriate actions necessary to assess the situation.

The reaction time to the event is particularly important. The notification should be submitted to
the Police unit in the area of the crime. If this is not possible or if the person does not know
exactly where the offense was committed, he / she should report as soon as possible to the
nearest Police unit, who will then forward it to the appropriate unit. There is also the possibility
of providing information in a different form, for example by phone or email, also anonymously,
but the oral notification, accepted and written down by the police officer in the form of a
protocol seems the most appropriate. It makes it possible for the announcer to ask questions
and obtain comprehensive answers, often dispelling doubts as to the further course of activities
carried out by the Police. This form also facilitates the work of the Police and other services that
can quickly get the necessary data and information through a conversation. Especially in matters
that may be exhausted by cyberbullying (e.g. publishing offensive photos or comments,
harassing, intimidating, using electronic means such as the Internet) it is important to report the
Police case as soon as possible and secure the evidence, e.g. SMS, photos, so-called screenshots
from your phone or other device.
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Age 25 years

Type of disabil ity |Cerebralpalsy

Where is she/ he f r|Kumanovo-biggest Municipalityin Macedonia
big town etc.)

Where does she/ he With his parents
own f Il at, protect e

Wh a't doeso she/ he f € Hisisemployed in Public institution
home, at wor kshop ¢

Where does she/ he (Inworkplace/athome

Ot her important i nf

My initials are A.A. and I’'m 25 years old. | was born with cerebral palsy. | live together with my
parents and my sister and | use the Internet more when I'm at home than when I'm at work. Just
like everyone, in this modern time of internet and social networking, I'm pretty much active
myself. This is one of the ways to stay in touch with my friends as it is hard for me to go out.
Most of us can agree that Internet as a tool is the most dominating in connecting people from
all around a globe. More and more people are connecting on the Internet, exchange messages
and stay in touch with their close ones. Having my physical condition in mind because its hard
for me to go out often, | still have the need to go out with my friends, visiting the different
events, stories, sport games, etc.

Having said that, Internet is a place for gaining information about all the news on local and global
level for me as well. Using the Internet, | can stay informed about all kinds of events or stories,
especially about the sports and sport games, work related communication, exchanging
documents with my colleagues’ etc.

Being a huge rock music fan, | always look for concerts or gig of my two favorite bands Iron
Maiden and Pink Floyd. There are many other useful and interesting information which help me
in my daily life. Although using the Internet and social networks has many advantages, there are
certain people who may take advantage of a person or to try to use you for something.
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| would like to share with you my own
personal story of one unpleasant
experience that happen recently. This
one particular day, | logged in on
Facebook and there it was a friend
request from a guy. | went and
searched for a mutual friends and |
saw that we have mutual friend- a
good friend of mine. After | added him
on my FB friend list, he started a
conversation with me and told me
that he and his friends are starting

football team for the upcoming local
tournament. Then he added that they
are in need of a soccer ball and a contribution of 1000 Macedonian denary (approximately 16
euro’s) by each individual so that the team can be admitted to the tournament. After, he sent
me some kind of and offer for the tournament to confirm his request. We agreed to meet each
other at the venue where the tournament should happen, at the local playground in my city. |
went there punctual, met him and the rest of the team and afterword we went to fill out the
participation form. While | was feeling out the form, | noticed a huge difference between the
forms he already sent to me on FB from the official tournament form. The price for participation
of one team of 8 players, three of which are reserve players, was 1700 Macedonian denary
(approximately 28 euro’s) in total. The other difference was that the official tournament form
that my friend who | knew gave me, was the official stamp of the organization that is the
organizer and a signature from the person in charge of the tournament. Using simple math, |
estimated that with my participation of 1000 denary, | covered even 60 percent of the
tournament expenses, while the rest of the 7 members of the team shared 40 percent of the
cost, and | also gave them the soccer ball that the players used during their training between 2
matches. On top of all, due to my physical inabilities, they even did not gave me the opportunity
to play neither of the 8 planned matches of the tournament, even when the results were really
high in our favor. | felt deceived and lonely at that moment, because beside my physical
shortcomings, | just wanted to be part of a team, to socialize and to help them as much as | can
to win at that tournament. | felt that my confidence in communicating with other people was
played out, especially it influenced my confidence and increased my fear in communicating on
Internet and social networks with other people.

Through careful reading and analyzing the content of the case study of “Eliciting money under
pretenses” it can be noticed that Internet is being used to establish primary contact and
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friendship which later on becomes abused. Again, Facebook as a social network is used for
contact making. In this case, the classical type of cyber bulling (cyber intimidation) cannot be
ascertained in accordance with types of cyber bulling defined by Nancy Willard, Msc., The
context of the event is intertwined and involves online communication and direct face to face
communication with the person who becomes friend with A.A. on FB.

This is a discriminationbased on personal characteristics, namely, the basis of discrimination is
the health condition and physical disability. In this way, the expectation that the person A.A.
had, were left unfulfilled, that is, he is not included in the matches although he has made a
donation as any other member of the team. The lack of full filing the expectations, the person
felt deceived, lonely and rejected. This experience is definitely unpleasant for A.A. and it
contributed for his lower self-confidence in future communication with other people, regardless
whether the interaction is happening offline or online.

In the case study is not specified which steps further the person A.A. has taken. Possible strategy
with facing this problem is to share it with the parents/guardians as well as with close friends.
Also, Facebook has options to block certain contacts. Working with expert team in order to
establish confidence in contacting other people, in direct or online communication is also a
possibility.

In particular, for the first case "Elidting money underpretences submitted by you, you need
to have a conversation with A.A. on several details of the above, in order to determine whether
there is a reasonable suspicion of committing a criminal act "Fraud" under Article 247, paragraph
2 of the Criminal Law, for which according to Article 247, paragraph 8, the prosecution is
undertaken upon a private lawsuit.
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Age 41 years

Type of disabil ity | Moderateintellectual disability

Where is she/ he f r|Kumanovo -biggest Municipality in Macedonia
big town etc.)

Where does she/ he With his parents
own f Il at, protecte

Wh a't does s he/ he (Shegoesinsocial service Day center for adult
home, at wor kshop

Where does she/ he She don’t use internet, her mother does

Ot her i mportant i nf{

E.T. is a 41-year old person with moderate intellectual disability. She was institutionalized for
many years where she learned how to take care for herself and the surrounding environment.
She rarely visited her home. In 2000, when the process of deinstitutionalization in Macedonia
started, her parents decided to take her back from the Institution so she can start going in the
Daily center for people with intellectual disability in her local community. The rest of the day,
she spent at home with her family. E.T. is a person who does not know how to read and write,
and because she was institutionalized for many years, she does not use Internet as a
communication tool, she doesn’t have her own Facebook profile, Twitter, and doesn’t use
YouTube or similar Internet applications. One of the parent (the mother) of E.T. has her own FB
profile, where she often express her opinions, attitudes and suggestions regarding the subject
of disability in Republic of Macedonia. She also shares private photos of her family. She also uses
FB so she can communicate with the other parents, educators and the daily center where her
daughter is a beneficiary.

On one of those photos, the mother shared the image of her daughter E.T. That very photo was
taken by an unknown person, who used the photo by posting it in an open group with many
members, and the purpose of that FB group is mockery of photos with different content. Even
the admin of the group added comments and directions on how to mock and insult even more
the photo of E.T. In the short period of time, the photo attracted many insulting and offensive
comments, and the photo was shared quickly on social network and was seen by many people.
The mother says that relatives and friends started calling them home to tell her that the photo
of her daughter was misused and abused. At that moment, the mother expressed her feelings
that when you’ve experienced cyber bullying you may feel like you’re facing a powerful and
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invisible attacker. You feel angry, fearful and sick, under siege in your own home and powerless
to defend yourself, even if you are computer literate.

She said: | feel embarrassed and ashamed that we were tricked into becoming a victim of cyber
bullying, and blame ourselves for not doing more to protect us. But latter when | think carefully
we werenot to blameg only the offender is responsible for this bullying taking place, and we
have no need to feel embarrassed or ashamed.

The mother afterword reported that in the moment when the ridiculing and mockery was
happening, she felt helpless, but also frustrated that she did not know to whom, where or how
to report the incident. At the end, the incident was reported on the social network, reporting
the group and the photo in terms of violation, and the photo was removed. Although, even
nowadays, she mentions that people are still remembering and talking about what happen to
E.T. This family is struggling with stigmatization and stereotypes in the small community they’re
living, just because they have a child with disability. This incident just made them deal and cope
with the same problem, only this time through the social networks, which left many negative
consequences on the whole family.

Unfortunately, they felt like they have nowhere to express their revolt, that no one can oppose
to such actions and no one can help the families to prosecute the perpetrators.

Nowadays, the mother is using social networks and internet in general on rare occasions to share
private information or photos of her family, especially her daughter. Nevertheless, although not
so often, the family members are still using internet as a tool to seek information or to express
their own opinions on certain topics, but they are being very careful when they post something
connected with their sister or a daughter.

Also, they still use the internet to communicate with relatives, friends and educators from the
daily center. They say that they often follow the FB page of the organization so they can keep in
touch with the work and activities that are implemented and to see what their daughter is doing.

Unfortunately, the feeling of anger and helplessness that a similar situation might happen again,
and there is no mechanism to prevent such an experience- is still there.

Each of us can be target of cyber bulling.

Through analyzing the case study of “Cyberbullying”, one can see that the person E.T. and her
family experienced cyber bulling through the social network Facebook, i.e. this type of cyber
bulling is called Outing and Trickery.
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Outing and Trickery involves publishing someone’s secret or unpleasant information or
publishing someone’s photos. In this case, cyber bulling is manifested by publishing offensive
and mocking comments about particular published photo.

There is no explicit information to which aspect
of the photo this comment relate to (whether
the comments refer to the ethnicity, gender,
age, disability or some other aspect of the
person in the published photo).

The main aspect of intimidation is that it has a
great emotional and psychological impact. In
this case, the mother of E.T. express typical and
immediate  responses that a person
experiences in cyber bulling: anger, fear, shame
and frustration, as well as feeling powerless to
protect herself and her family from this type of
intimidation or maltreatment.

In this case study, there is a lack of information
that would show us more direct how the
person E.T. is experiencing this unpleasant
experience, furthermore, is she express
feelings of shame, isolations, sadness, changes
in sleeping and eating habits, mood swings, or changes in everyday activities that bring joy and
fulfillment to her.

In this case, we have an active strategy of facing the problem-situation by reporting the case on
the social network, and the mother sharing this experience with other people as well. One
possible strategy for dealing with this problem is to inform the employees of the Daily center
her daughter is visiting, as well as requesting legal advice/ assistance whether this case can be
reported as “personal data abuse”.

t 2f A OBoimehQ &

Regarding the second case "Cyberbullying, in which a photo published on FB profile was
downloaded, the person who published the photo could have been informed about protecting
the photo and preventing the misuse of the photo by malicious persons. However, when this
happened, it could have been reported to the police, checking, determining the content of the
published post, the perpetrator, to see if either personal data or a photograph were abused and,
on the basis of the obtained data, to see whether there is base for a crime suspicion or for a
misdemeanour.
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Age 43 years

Type of disabil ity |Combineddevelopmentaldisorders

Where is she/ he f r|Skopje- capital of Macedonia
big town etc.)

Where does she/ he With his father, her mother is deceased
own fl at, protect ecd

Wh a't does shel/ he d She goes in social service for Self advocacy
home, at wor kshop ¢SOLEM

Where does she/ he | Inthesocial service/athome

Ot her important i nf

My name is E.C. and | have combined developmental disorders (cerebral palsy, hydrocephalus
and intellectual disability). | finished high school in a special high school. | live in Skopje with my
father, my mother is deceased. | am not employed, but | go in SOLEM on a daily basis and there
| participate in workshops for designing and creating products. | use Internet, most of all,
Facebook, Viber and YouTube. | use Facebook and Viber more often to get in touch with my
sister who does not live in Macedonia. | have many friends on FB, but some of them | don’t know
them in person. Some time ago, | didn’t know how to protect my data and photos on FB, but the
educators and assistants from SOLEM thought me how to protect my data. But, before that, an
unpleasant event occurred because | was not aware that anyone can use my already published
photos. So one day, my friend asked me why | have a new Facebook profile and do I still use the
old one? | told her that | do not have a new profile; | just use the one | always have. She told me
that few days ago, she received a friend request from me and she accepted it. | was very much
confused.

The profile photo was the same as mine, the name and the surname the same as well. The only
difference was that on this “new’” FB profile it had a star sign at the end of my last name. |
notified all of my friends immediately that someone made a false Facebook profile with identical
photo, name and surname as mine, and | warned them not to accept that friend request because
it was not mine. | was afraid and didn’t knew exactly what to do, so | decided to turn off
completely my current profile and | haven’t used Facebook with months. When | started going
back in SOLEM, | told them what has happen and the reason why | am not using Facebook
anymore. They advised me on how to protect my photo and data so that no one can see them,
besides me. That is when | decided to create a new profile and my assistants from SOLEM helped
me and showed me how to be protected more on FB. Now, | can also help someone on how to
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protect their own photo and data on Facebook. My assistants also told me that | could have
report the case in the Agency for data protection, but at the time, | was not aware of that option.

Now, | use my Facebook profile again, but all of my data is protected and my published photos
are only visible to my already approved friends on Facebook.

| usually use the Internet when I'm home, rarely in SOLEM so | can stay in contact with my
friends, families and to see what is happening on Facebook. But, now every time | want o publish
a photo of myself or one of my friends, or | want to share something with my Fb friends, | am
very careful how to do it and how to choose what to publish. Just in case, | always check if what
| posts is really only shared with my friends. And | always remind others to do the same. |
wouldn’t want anyone to feel manipulated or sad, like | did.

Cyberbullying (cyber intimidation is a bulling (intimidation) that happens while using digital
devices, like mobile phones, portable computers, tablets and such. Cyberbullying can emerge
through text messages, applications or post publishing on social media, forums or games, where
people can passively or actively participate or share different contents. With the emergence of
new technologies and Internet, the school is not the only place where
intimidation/maltreatment can occur, that happens online as well.

By analyzing the content of the “Fake FB Profile” case study, it can be seen that the person E.C.
is experiencing cyber intimidation via social network called “Facebook”, which is a certain type
of cyber bulling called Impersonation Impersonation is pretending to be someone else, i.e.
logging on to someone else’s account, profile, and posting different content in order to make
one person look bad, thereby harming his/or hers reputation and friendships with other people.
This is not a direct form of violence (such as hitting, kicking, voicing insults and threats), but it is
an indirect form of violence (intimidation, mistreatment) where the aggressor is anonymous and
can easily hide his identity.

According to the statements of the person E.C. it can be concluded that this person is feeling
deceived, disturb and confused. The person also feels fear. The confusion and the feeling of fear
can be supported by the fact that the person E.C. firstly determines that it was not informed and
states that she felt surprised and was not aware with the possible types of violence that can
conduct online. The first reaction when facing cyberbullying (cyber intimidation) is withdrawing
and terminating her FB account.

Then, she had more active approach with facing the problem-situation, i.e. the person E.C. issues
the problem to competent people (assistants from Solem) who direct her to safer use of

internet. Although, the first reaction is withdrawal (terminating the FB profile), she further
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decided to actively shares her experience with other people, in order for other people to learn
from this unpleasant experience of “stealing” the user profile on Facebook.

Another possible strategy for facing with the above-mentioned problem-situation, is informing
the Facebook team, that the account is compromised. That can be done by FB login page for
such cases My account is compromised.egal assistance can also be sought in order to verify
that this case can be reported as an act of “ personal data abuse”.

In the third case "Fake FBProfile" the person E.C. acted well by asking for help and protecting
her data publicly posted on a social network. If this was previously indicated there would not
have been such an event, but it was good that later she shared the experience with her friends
so that they did not do such a thing. In any case, for any suspicion or event, it is necessary to
report to the police in order to carry out additional checks whether there is more than what is
written in the case study, which data are taken, and for what purposes are used by the other
person, determining whether the intention was to make some benefit for her/himself or for
another person or to cause some damage to another.

(Article 149, paragraph 2 of the CL)

Summarizing comments

9 To conduct genuine empirical study in order to detect through which medium (internet
pages applications or social networks) people with intellectual disabilities are most
often exposed to cyber bulling (cyber intimidation); how and in which way are using
internet: portable computer, tablet or mobile phone;

9 Based on the findings from the original empirical study, to make appropriate changes in
the legislations in order to protect people with intellectual (or other) disability in the
case of cyber bulling;

9 Training of professionals (psychologist, social workers, pedagogues, etc.) who will be
“first aid” where people with intellectual disability will be able to report cyber bulling;
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9 Toorganize/ open learning center for safe internet use both for people with intellectual
disability and their parents/guardians, or building an effective approach that integrates
parents and teachers in dealing with cyberbullying in special schools;

9 Organizing workshops in order to develop social skills and building interpersonal
relations, to prevent addictions of technology and Internet using, thereby reducing the
possibility of exposure to cyber bulling;

9 Creating anti-bulling program and anti-cyber bulling (cyber intimidation) and

9 Providing legal assistance in dealing with cyber bulling (cyber intimidation).

Regarding your request for an interview and submitted events that were reported by citizens
who wished to remain anonymous, in relation to the events they did not report to the police
but are related to “Internet fraud and abuse”, SIR (SVR) Kumanovo, regarding ’'Internet frauds
and abuse” through its municipal units is undertaking preventive measures to strengthen the
awareness needed to protect oneself from and recognize online abuse but also working on
detecting and sanctioning the perpetrators of online abuse.

The Prevention department working through project activities and education, is informing all
citizens about their human rights, detecting their violation, assisting and protecting the citizens,
including online abuse.

The target groups in the preventive work are young and juvenile students in elementary school
and high school. This group of students includes young people with intellectual disabilities who
are admitted in regular classes in educational institution. Besides that, there are organized
meetings with the citizens, tribunes with teachers and the parents held every year, in every
school and settlements, especially in the past few years with the expansion of social networks.
At those events, we point out to the possible abuses, data information and protection,
encouraging recognizing and reporting to the police, regardless of whether there is suspicion
that something has been done, a complaint, a misdemeanour or a crime, thus empowering the
citizens to signal those suspicions in a timely manner. At this events are present both people
with intellectual disabilities and their parents.

For each reported event operational checks are immediately carried out, in case of complaint
there is proper measure in oral manner, a written warning, or if it is determined that there are
elements of misdemeanour, a report on a committed misdemeanour is issued according to
ZPPJRM and a Request for Initiation of misdemeanour procedure is submitted to Primary Court.

In occurrence in the event that contains elements of a criminal act in accordance with the Law
on Criminal Procedure, the PPP (Primary Public Prosecutor; OJO - OcHoBHO JaBHO
O6suHUTeCTBO) is notified, for further work and clarification for which criminal act is involved.
Furthermore, police officer is taking measures, collecting evidences and submitting them to the
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Primary Public Prosecutor. Then, Criminal charges with reasonable suspicion of committing a
crime are raised, according to the Criminal Code.

In particular, for criminal acts related to “Internet fraud and abuse”, there is an OCK- Computer
Crime Division which undertakes measures exclusively for acts committed through a computer
or electronic system.

When we talk about people with disabilities, because of their condition, they usually don’t
recognize the abuse, they do not always know what and where to report and they have
difficulties to talk about what happened to them.

For the purpose of more efficient taking of measures and collection of evidence, the abused
person should report the event immediately, as soon as it becomes aware that such things
happen.

Given that citizens, including people with intellectual disabilities, sometimes don’t know where
and how to report, or they are afraid that they won’t be accepted, they do not report this events
immediately or they don’t report them at all. They have to be reassured that they can report
the event ofabuse even later than the day of occurrence or informing that they can report the
event.

This comment also applies to the examples of anonymous persons that were provided by you,
but haven’t been reported to the police. Internet abuse can also be done motivated by hatred
towards the target group, in which case the police is offering a flyer “Information on victims of
hate crime” when reporting, how to identify hate crime, opportunities for reporting and legal
assistance, as well as raising public awareness for prevention of hate crime in the community.

Working with people with intellectual disabilities requires appropriate access and attention. For
criminal acts involving people with intellectual disabilities, depending on the crime and the
degree of disability, interview is done by a designated worker for the case or an inspector for
juvenile delinquency (with appropriate training). We also cooperate with other state institutions
that can help inform and protect this target group as well as cooperating and discuss with NGO'’s
who are dealing with this subject.

Police officers are trained for a professional approach, respecting human rights without
prejudice, without discrimination and any form of disrespect for the citizens, including people
with intellectual disability and their families. The police also have a working team in the
preventive part for recognizing and protecting from internet abuse, as well as for conducting a
procedure and submitting an appropriate submission to the Public Prosecutor.

It is necessary to provide special protection for persons with intellectual disability, with training,
communication and communications facilities, examples and practical tools - information
exercises for this group of people. We are open for further cooperation for better protection,
information and security of persons with intellectual disability.
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Age 16 years

Type of disabil ity | Midintellectual disability and selective
mutism
Where is she/ he f r (Santarém-middle city

big town etc.)

Where does she/ he Host institution for girls - Lar das raparigas
own f Il at, protecte

What does she/ he d/(Attendsa professional cookery training course
home, at wor kshop

her e heol/lelse suse t he |Intheinstitution/at home andin school

Ot her important inf

Inés is a 16-year-old girl with slight intellectual deficiency and functionality, is selective mutism
and institutionalized.

She completed the 2nd Cycle of Basic Education as a student with Special Educational Needs
and is attending a professional course.

She presents a reasonable reading comprehension and writing, but marked difficulty in
speaking.

Usually she uses internet to access to social networks.

One day when she tried to log into her Facebook account she could not because it was blocked,
someone had stolen her password and she was unable to access it. To solve the problem, she
asked a colleague who could unblock the account.

From this incident, she has not changed her online behaviour, she just considers being more
prudent and do not accept friend requests from strangers.

At the psychological level, the individual impact of computer crime will depend on a set of
factors, namely the clinical history of the subject and the quality of his social support. In the case
of someone diagnosed with IDD (Intellectual Development Disorder), the cognitive resources
that allow them to perceive and make an appropriate judgment or manage and solve the
problem, of course, constitute a significant obstacle. In addition, research has shown that people
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with IDD are more vulnerable to the development of mental illness, being cases of double
diagnosis. Depending on the mental state of the victim, computer crime may trigger a change in
the psychological state of the subject, for example, in the form of various symptoms of
physiological anxiety, restlessness, fears and obsessions, insecurity and excessive
preoccupation, Mental Disorders.

Given the intellectual and adaptive characteristics of the subject with IDD, it is fundamental that
for their security and emotional balance there is some conditioning and supervision in the access
to the internet. If the person does not have the autonomy to respond in various real-life social
situations, he/she will not be able to keep him/herself safe in social networks. Therefore, in
these cases it should be limited the visualization of certain contents, as well as the use of
credentials of access to private accounts. When psychological well-being is clearly affected,
disturbing the normal functioning of the subject in his / her daily life in some context, intra- or
interpersonal level, the need for specialized intervention should always be considered.
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Age 19 years

Type of disabil ity | Midintellectualand emotional disabilities

Where is she/ he f r (Santarém-middle city
big town etc.)

Where does she/ he Mother, father and younger brother
own fl at, protecte

What does she/ he d/(Attendsa professional cookery training course
home, at wor kshop

Where does she/ he At home and in school

Ot her i mportant i nf

Carlos is a 19-year-old youth with slight intellectual and emotional disabilities and reasonable
functionality.

He completed the 2nd Cycle of Basic Education as a student with special educational needs and
is attending a professional course.

He has a reasonable reading and oral expression, but he has significant writing difficulties.
Usually uses the internet to access social networks to talk to a family, likes to post photos of cars
and trucks with small writings and go to YouTube, listen to music.

One day when he logged into his Facebook account he saw photographs and written phrases
that had not been posted by him, someone had stolen the password and evaded his privacy.
He was sad about the situation, but he did nothing to solve it nor asked anyone for help, just
reacted and continued do everything normally.

From this incident, he did not change his online behaviour, he only considers it important to see
the history of the internet browser.
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Age 17 years

Type of disabil ity | Midintellectual and emotional disabilities

Where is she/ he f r (Santarém-middle city
big town etc.)

Where does she/ he Grandmother
own f Il at, protecte

What does she/ he d/(Attendsa professional cookery training course
home, at wor?kshop

Where does she/ he At home and in school

Ot her important i nf{

Veronica is a 17-year-old girl with slight intellectual and emotional disabilities.

She completed the 2nd Cycle of Basic Education as a student with Special Educational Needs
and is attending a professional course.

She presents a reasonable reading, writing, speaking, and functionality.

Usually, use internet to access Facebook, check e-mail (Hotmail) and YouTube to listen to music.
By Facebook older people began to ask her personal questions, she felt persecuted and she was
afraid that they would do her harm.

She solved the situation by blocking the person and continued to do everything normally.

She thinks there should not be people who want to hurt young people.

Case 2 and Case 3

The effects of abuses or crimes, whatever they may be, always negatively affect who is the victim
(physically or morally). It also seems clear that this varies from person to person, of the type of
abuse, and, in the case of "cognitive limitations", varies depending on the degree of severity of
the person's inability and ability to interpret reality or predict consequences of their actions.
The variables will be infinite, they will go through the notion that the victim himself has a risk,
the capacity to solve problems even if simple, the conscience to identify and recognize (or not)
whether he/she has suffered abuse or crime, if that affects, if it hurts, or on the contrary, if it
provokes pleasure.
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From the daily experience of working with people with moderate / light limitations (and
certainly for many others), information, awareness and prevention of situations of risk, or even
danger, is not always enough when the impulse knocks on the door.

In this vulnerability, it is important for third parties to work on prevention, third parties to help
correct and support if necessary, and third parties to suggest and ensure punishment of those
who have assaulted or attempted to assault. Despite the importance of achieving autonomy and
full enjoyment of the rights of young people with the limitations, "supervising regularly or
systematically", in some cases, is a button that should not be turned off.

Itis important that those who care for or support in these situations do not give the same weight
as the victim gives to the situation, because not always the victim is aware of the seriousness of
the situations or even conscience that is being victimized.
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Age 17 years

Type of disabil ity | Midintellectual disabilities

Where is she/ he f r (Santarém-middle city
big town etc.)

Where does she/ he Host institution for boys - Lar dos rapazes
own f Il at, protecte

What does she/ he d{Attendsschoolandisinterningin a cafe
home, at wor kshop

Where does she/ he In the institution/at home and in school

Ot her important i nf{

Diogo is a 17-year-old with moderate intellectual disability and he is institutionalized.

He is not very functional, is completing compulsory schooling, but with a specific individual
curriculum, he has a reasonable oral expression, can read and write small sentences.

Usually he uses internet to see music and Facebook.

He started talking through Facebook with a stranger who asked for several personal information
and set up a meeting at the Mall, but the young man was afraid and missed the meeting.

He solved the situation on his own and went back to using the internet the same way, he's just
careful not to talk to strangers.

Cyberbullying is a form of aggression that is often more insidious than traditional bullying. In
victimization and aggression experiments, studies show that victims often have feelings of
vulnerability or shame. Generally, the emotions experienced in the victims of cyberbullying are
sadness, anger, sometimes will of revenge, fear, humiliation, will to flee, insecurity. Young
people are confused and lost, helpless, wanting to see no one, prefer to be alone. There is a
sense of injustice and sometimes of terror and despair. In some cases, when young people can’t
work out aggression, there are also feelings of indifference. It is difficult for these young people
to concentrate on schoolwork, to feel unwell after being beaten and to have trouble falling
asleep. These episodes often cause sleep disturbances.
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Cyberbullying is a form of aggression that is often more insidious th
traditional bullying. In victimization and aggression experiments, studies shc
that victims often have felings of vulnerability or shame. Generally, th
emotions experienced in the victims of cyberbullying are sadness, an
sometimes will of revenae, fear, humiliation, will to flee, insecurity.

Fear and the threat of reprisal to victims and their families often inhibit the prosecution, thus
further justifying the proactive and preventive care of adults, parents, teachers or staff in
schools.

In this context and given the severity and frequency with which these episodes occur, it is
imperative that we focus on them carefully, nor overestimate them, not everything is bullying,
which promotes insecurity and anxiety, or devalue, which can neglect risks and suffering. Two
key areas of intervention must therefore be considered: prevention and intervention. This
intervention can take on a more psychological support and a support component, a form of help
to prevent future unpleasant situations.

From the set of good practices known to prevent cyberbullying, highlight:

- Use of pseudonyms or several, depending on the social network used (not to add information
or not use the full name);

- Do not provide personal information (address, telephone number, date of birth, school, class
and class schedule);

- Use different passwords according to the networks, email used;

- Choose a profile photo that is not too personal or that identifies us (anyone can copy and use);
- Do not provide detailed information about our day-to-day family life;

- Respect the privacy of the other, i.e. not sharing in our networks information about other
colleagues;

- Restrict people who have access to the profile and choose carefully who is added as a friend;
- Be aware when a virtual "friend" wants a meeting (it assumes that he/she already know
approximately the locality where we live or he/she want to know), we should never attend this
meeting alone, we should inform the parents or caregivers and talk to them about it. If you
decide to attend, be accompanied by friends or people of your confidence.

The National Republican Guard (Portuguese: Guarda Nacional Republicana) or GNR is the
national gendarmerie force of Portugal. Members of the GNR are military personnel, subject to
military law and organisation, unlike the agents of the civilian Public Sg&agiice (PSP).

Interviewees - Chief Cerveira, cape Miguéns and guard Sequeira, on March 16, 2018. Also, part
of the team is cape Horacio
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Questions:

1- Looking at the case, what could have been done differently to avoid the crime or abuse that
happened?

2- After this happens, what is your advice to protect the victim (money, assets) and sue the
perpetrators?

Conclusions:

These agents are part of the Criminal Prevention and Community Policing Section (SPC) and have
as their intervention peripheries areas of Santarém: Cartaxo, Almeirim, Rio Maior and
Chamusca.

Through the Safe School program, they are contacting the schools and the population with SEN
that integrate them, more and more, but the situations they face are mainly in physical abuse,
they have no experience in cases of cybercrime.

When they have cases of victims of crime in this population, the greatest difficulties they face
are communication, to facilitate this process, they are usually assisted by the Nucleus of
Research and Support for Specific Victims, which helps in the interviews and proceedings, if
necessary, to the courts.

To avoid the crimes that have been committed against these young people they must know the
dangers to which they are subject in the Internet. The best way to publicize them is through
awareness-raising actions, in which they have already collaborated with some schools.

n cases where there is some type of abuse, such as the case studies, the advice is that a
complaint be lodged at the GNR so that it can investigate the facts. These young people and this
type of crime are treated like any other type of victim or crime, and the case can go to court if
this is demanded.

The Center for Research and Support for Specific Victims has the objective of supporting victims
and conducting investigations into crimes related essentially to the problems of women and
children. They promote the support actions that, for each case, are considered necessary and
that can be carried out.
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More information about this nucleus in:
https://www.facebook.com/GNRViseu/posts/345748165465819

His area of intervention in Community Policing and Special Programs at GNR
http://www.gnr.pt/ProgEsp main.aspx is part of the Support Program for Persons with
Disabilities, whose objectives are:

1. Prevent situations of neglect, abuse, violence and ill-treatment of persons with disabilities;
2. Promote cooperation between the Guard and local partners in disability, rehabilitation,
mobility and safety promotion;

3. Raise awareness among the community in general and the educational community of respect
for the rights of equality and non-discrimination of persons with disabilities, seeking to change
social behaviour based on prejudice and to ensure that persons with disabilities can enjoy their
rights;

4. Contribute to an improvement in the care and referral of persons with disabilities to the
Guard;

5. Provide the Guardian military with the acquisition of specific communication and information
tools accessible to people with disabilities for a qualified, upcoming, humane and inclusive
action.

More information about this program at:
http://www.gnr.pt/progApoioDeficientes.aspx

Contacts:
Mobile 961192327 or 961192328
Email ct.str.dstr@gnr.pt

Interviewee - Agent Afonso of the PSP Safe School on March 13, 2018 Also part of the team is
Agent Chaves and Agent Ferreira

Questions:

1- Looking at the case, what could have been done differently to avoid the crime or abuse that
happened?

2- After this happens, what is your advice to protect the victim (money, assets) and sue the
perpetrators?

Conclusions

Today we are all increasingly subject to this and other types of crimes or abuses. The best way
to avoid them is by prevention, which can be done through actions to raise awareness
specifically of this type of population.
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PSP, mainly through the agents who are seconded to this service (Safe School), maintain
proximity to schools and students and often collaborate in several joint actions of prevention,
dissemination and sensitization to try to improve attitudes and behaviours diminishing the risks
to which we are exposed.

Experience shows that this type of population tends to devalue some behaviours of abuse or
crime and usually also have difficulty talking about the subject.

We suggest that, within a period of 6 months after the occurrence, the police authority should
be informed of what has happened, with each case being the subject of an investigation, first
internally and later if there is evidence of crime at the Public ministry.

The agents also point out that they are not given any training to speak with people with
intellectual disabilities and their experience and sensitivity is that they are conducting them in
these processes and procedures, sometimes needing to call on an interlocutor who is closer to
the youth to talk to him and collect the necessary testimonials.

PSP also collaborates in the Significant Blue Program and Communicate in Security in
partnership with several national institutions and ministries.

Significant Blue Program was signed on September 6, 2013 between some institutions and 2 of
the Government Ministries with the objective of sensitizing and training organizations for the
prevention of situations of violence and ill-treatment against people with intellectual disabilities
and / or multi-deficiency. It also aims to raise awareness of the elements of the PSP in relation
to disability issues and the need for special protection to guarantee their security rights,
contribute to improving the care and referral of people with disabilities to the PSP and to provide
these elements with specific communication and information tools accessible to the population
with intellectual disabilities and / or multi-deficiency.

The program is composed of 3 distinct phases: training, implementation, development and
monitoring. Now, it is in phase 3, with 330 elements of the PSP being formed in the first phase.
Source: http://www.fenacerci.pt/2017/06/22/programa-especial-significativo-azul/

There is also information on:
http://www.psp.pt/Pages/Noticias/MostraNoticia.aspx?NoticiasID=1077

Communicating in Securityith Portugal Telecom is a program of the Portugal Telecom
Foundation that aims to contribute to a conscious, safe and responsible digital citizenship.

It is therefore intended to call for an adequate use of the internet, mobile phones and social
networks; warn of the risks arising from less worried use; teach some tips to the most distracted
and try to convince the most resistant, through practical examples; disseminate the use of
technology, safely, to the benefit of society.

At the site of the project can be found a set of materials, videos and games to be used by
students, parents and teachers.

Source: http://www.fundacao.telecom.pt/Home/Educacdo/ComunicaremSeguranca.aspx
And site of the project: http://www.comunicaremseguranca.sapo.pt
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Age 43 years

Type of disability Mild intellectual disability

Where is she/he from (village, small city, big town etc.) | Big town

Where does she/he lives (with parents, in own flat, Sheltered housing
protected flat etc.)

What does she/he do in life (worksgt home, at workshop| Coffee room
etc.)?

Where does she/he use the internet? At home.

Other important information Under partial
guardianship

Dana is 43 years old, living together with her roommate in a sheltered apartment. Dana is under
partial guardianship — she has limited competences in the area of financial management,
performance of legal acts and decisions about health. She has a public guardian.

She works part-time in a café, a social service employing people with intellectual disabilities. She
enjoys her work; she likes people and likes to talk to them.

If she needs it, she can consult the problems or questions with an assistant from sheltered
apartment. She has a couple of friends; she sometimes spends her free time with them.

The Internet is her favourite hobby, she likes to chat. She goes to the library and likes shopping.
Interview with Dana

On the Internet, | write with people on Facebook, browsing different photos and videos. | have
an email and | use it. | love the Internet; I'm on my computer often, sometimes even a whole
evening.

| enjoy looking at Facebook, browse photos, read what others have written, and sometimes talk
to friends.
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| can chat with my friends over skype. On the Internet, | keep track of what has happened in
town. | am interested in visits to various locks and exhibitions; | look at the galleries and museum
websites.

| also have one bad experience with the Internet.

Once | met a man on the Internet. We talked through Facebook. Then we exchanged phone
numbers and talked over the phone. After some time, he suggested me to see each other.

We agreed where we were going to meet and then went to have lunch together. After lunch, he
invited me to his apartment where we talked and had a cup of tea. We agreed to have sex. He
also took some photos of me naked. He said it was just for him, in memory, because he likes
me. So | agreed. | did not take a photo of him and we did not take a photo together.

After a while, he called me to meet me again and suggested | could come straight to him. | did
not want to, | changed my mind and | did not want to have sex with him or anything else. But
he told me that he has my naked pictures and that he would put them on Facebook if | did not
come to him.

| thought he would keep them for him, so we agreed. | did not want him to put it on the internet,
but | also did not want to see him anymore. | let it go.

Finally, the pictures were posted on the internet; one of my friends saw them on Facebook. |
was quite ashamed and | felt cheated.

If come out of the story, the problem is not so much that Dana went with someone who wanted
to have sex with her. If it is a man she knows well, she can trust him and may want sex and it's
not a problem. But to go with someone she does not know, the risk of abuse is high, especially
when a person has a disability and is more easily misused. Good prevention could reduce this
risk. It is important to know what are the safe rules for Internet communication, what | tell about
myself, where | meet a person | do not know, what are the risks of letting someone taking photo
of me naked, how can | verify that | can trust a person. Then it is good to know, what to do,
when the person is in a risky situation and is victim of a bad experience.

Dana is an adult who has under partial guardianship but deciding who, when and where to meet
and with whom she will have sex, this is just her decision. It is important to know that sex and
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eventual photography of her naked body must be purely voluntary on her part, without any
other person's verbal or physical coercion.

When it comes to the subsequent distribution and disclosure of her intimate photographs, she
should give her explicit consent; otherwise the offender commits a crime:

9 Violation of the secrecy of documents and other documents kept in private.
9 Or Extortion.

In terms of cybercrime, disclosure, or other private use of stored computer data on a data
medium (especially computer hard disk) is a typical cyberattack. In terms of delimiting the
features of the facts, the content or range of data that has become the target of attack is not
relevant for qualifying the act. In private, the stored data can take the form of a photograph,
image, text, computer program, computer database, audio or voice record, movie recording,
etc. It will, for example, receive inbox emails, inbox SMS and MMS messages stored in the form
of data in the cellular memory including an enterprise database containing client lists and
contacts, electronic bookkeeping, records and other medical records of a patient doctor, which
is kept in electronic form.
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Age 42 years

Type of disability Mild intellectual disability
Where is she/he from (villagesmall city, big town etc.) Big town
Where does she/he lives (with parents, in own flat, With parents

protected flat etc.)

What does she/he do in life (works, at home, at workshop Office work
etc.)?

Where does she/he use the internet? At home, at work.

Other important information

Jirka lives with his mother in Prague. He works in the office of IT Company. He found his job
through the agency, which provides support for people with intellectual disabilities to find a job.
He is very proud because he likes to work on computer.

He communicates with people over the Internet and social networks. He is interested in new
technologies.

Jirka founded a self-advocacy group in small town near to Prague. Self-advocates are people
with intellectual disabilities who are concerned about their rights, they are interested in the
rights and status of people with disabilities in society.

Interview with Jirka

| use Internet at work. | search for various items needed at work and then order them and send
them by courier or pick them up myself. | also send emails.

| use less frequently internet at home. I'm either on Facebook or playing simple games - Cars,
Super Mario. | send mails, | have 3 mail addresses. | do not use Skype.

Now, I've got a lot of friends on Facebook, so | have to reduce it. More people send me request
for friendship. | will not accept them, if they do not want to correspond with me.

On Facebook, I'm most interested in browsing different sites. Otherwise, I'm most interested in
searching for information and then on maps.
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Through the Internet, | sometimes buy
things for myself. For example, | bought
socks last time. | always send the goods
on delivery. | do not want to pay by
internet banking. I'm afraid someone will
get on the account and steal the money
from there.

For me, it is a great advantage to find the
places | want to go on the Internet and
also to order and buy a ticket. | like to talk
on Facebook, I'm chatting often.

| had a bad experience on Facebook. It
happened to me that someone was
ringing and annoying me on FB. He also
wrote me messages that made me sick.

Jan: | had a bad experience at FB.
happered to me thatsomeone was
ringing and annoying me on FB. H
also wrote me the messages thai
made me sick. He  made
photomontages from the pictures |
had stored on FBFor example, he
sentme a picture of me as a portrait
where | had a dog head. | did not lik
that. | soled it so that | asked the
person | did not know not to call ot
write to me again. But he did not
listen to me, so | blocked him. Ani
that helped.

He made photomontages from the

pictures | had stored on FB. For example,

he sent me a picture of me as a portrait where | had a dog head. | did not like that.

| solved it so that | asked this person | did not know not to call or write to me again. But he did
not listen to me, so | blocked him. And that helped.

About what to do, | was advised at work by a lawyer and friends. They told me there is a chance
to block someone on Facebook and mail.

Once | had to block the address in my mail. | had annoying mails from one person, so | blocked
him.

Except from these few experiences, the internet serves me well.

Now | pay more attention on FB, | add friends who want to talk to me and not those who just
call and annoy me. On FB, | only have pictures with login, so that everyone who is on FB cannot
see them, but only those | allow to see my pictures. That is what my uncle advised me to do.
On FB | have almost all my relatives except my mom, so I'm talking a lot with my family.

Jirka shows no behaviour that would increase his risk of abuse, manipulation, extortion, or
cyberbullying. So here it is clear that the simple equation of mental disability = abuse and
cyberbullying is not always true. Jan has people around him who he trusts and follows their
opinions. Thanks to this, it uses valid tools to defend himself from harassing messages or emails.
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The most common tool is to block a specific contact and privacy setting on Facebook so that the
profile is not public but accessible to friends only.

Jirka is adult man with mild intellectual disability and he does not have any limitation of legal
capacity. Jan is able to care about himself and decides independently about meeting with
friends, dating or chatting on social media. It is important to know that chatting and dating on
internet can be risky. He never knows who sits behind a computer on the other side. Many
people use fake profiles. Sending inappropriate emails can be stalking. In Czech law, this is a new
offense, for which the name stalking is known. It may or may not be committed as a cyber-crime.
The indication of a cybercrime is contained in the definition of fact — it means long-term and
persistent persecution or other contact, in writing or otherwise, by means of electronic
communications.

A cyber-crime can be committed, for example, through long-term or persistent sending of e-
mail messages, SMS or MMS messages, making repeated phone calls, abusing Internet
discussion forums, etc. It may be dangerous programs, confidential or intimate disclosures or
audio-visual (like using FACEBOOK, YOUTUBE), retrieving personal data from another person's
computer, sending messages to Skype, ICQ, VolP, QUIP, etc. The conditions of long-term and
persistence of such activities, which are not only occasional or isolated, must be met. According
to legal theory, repetition means more than 10 contact attempts lasting at least four weeks.
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Age 34 years
Type of disability Mild intellectual disability

Where is she/he from (village, small city, big town etc.) Big town

Where does she/he lies (with parents, in own flat, With parents
protected flat etc.)

What does she/he do ifife (works, at home, at workshop | Work as security guy.
etc.)?

Where does she/he use the internet? At home.

Other important information

Lukas lives with his mother. He is planning to live in his own studio. He has tried different
positions in his life, now works as a security guard. He is getting support from different
organizations.

His parents or sister and brother-in-law are helping him in his life. He has a lot of friends, mainly
from the Scout association, he writes them through Facebook. Sometimes he goes with a friend
for a beer. Otherwise he spends a lot of time at work.

He would like to find a girlfriend with whom he could have a long-term relationship. But he has
one bad experience, so he is careful. He says so far he does not manage to meet anyone.

Il nterview with Lukas

| play computer games online, on PC, the internet helps me to find valuable information on
Google, and | can also use it to read messages, mail as well as Facebook and Skype.

| prefer playing games and chatting on dating sites.

On the Internet, | can find the best bargains, when | intend to buy something. | can also compare
prices in different stores with the help of some comparison servers. Last time | wanted to buy
a bracelet that costs a fortune, | found it on a comparison site way cheaper than in the store. |
bought it over the internet and paid with my card. I'm looking for what they are playing when |
want to go to the cinema. | also buy tickets for different shows. Last time | went to a Japanese
folk festival, which took place in Prague, tickets had to be purchased over the internet. | like to
chat and meet; I'm looking for a girlfriend and a relationship, even for one night.
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| have got some bad experience. | met a girl on
a dating site, she asked for money in order to
call me on Skype and to be able to see each
other. | decline her request, so she stopped
communicating with me. The amount ranged
from hundred Czech crowns (about 3,50
Euros) to two hundred Czech crowns (about
7,5 Euros).

Once it happened to me that | met a girl
online, who later started living with me after

meeting on a chat site. Over time, she began
to blackmail me, wanted money, and then she
wanted me to stay home as well as to lose my job. She took full control of me; not allowing me
to live a free life. Eventually my parents had to help me to overcome all problems. Because of
the unfortunate relationship, | had debts to pay. We lived together in a relationship, which
lasted for about half a year.

Since then | have learned to be careful, I'm now careful with whom | meet. Sometimes | prefer
a one-night girl. | have to pay for it, but sometimes it is better for me this way.

Lukas looks for girls to meet, even for one night. As for people without disabilities, there is a
desire for partnership and a sense of loneliness. The opportunities to get acquainted are more
limited, making use of the internet and social networks. Due to lesser social skills and especially
the specific experience, women were easier to make money and to use his sense of loneliness
and longing for a partnership relationship. Without the necessary experience, he was unable to
recognize the dangers and was unable to resist manipulation by women. Based on his
experience, he has learned and he is no longer so trusty and he is more cautious. The persistent
risk factor is the feeling of loneliness and the unfulfilled desire for a partnership relationship,
which can make Luke still vulnerable to abusive and manipulative behaviour even though he is
aware that this behaviour is not right.

Lukas is an adult man who has no limitation of his legal capacity, he has a mild intellectual
disability and he is able to take care about himself, so deciding on who, when and where to meet
or with whom he will have sex is his own decision. It is important to know that getting to the
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Internet has its own risks, we can never know who is behind the computer screen, many people
use "fake" profiles to abuse others. When it comes to the fact that Lukas has sent some money
to somebody, it has to be described why, for what reason, if someone has not been cheating on
him, it is impossible to decide precisely what kind of crime and whether there is a crime at all.
(Extortion)

If Lukas agrees to sex with someone on the internet and it is voluntary on both sides and without
violence, there is no crime then.
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Age 38 years
Type of disability Mild intellectual disability

Where is she/he from (village, small city, big town etc.) | Small city

Where does she/he lives (with parents, in own flat, Sheltered housing
protected flat etc.)

What does she/he do infle (works, at home, at workshop | Work on vineyard, brigade.
etc.)?

Where does she/he use the internet? At home.

Other important information Under partial
guardianship

Dan lived in the social care institution from the age of 18 than he moved to sheltered housing
at 31 years old, where he lives in one household with four other people. He has its own room;
the kitchen is in common with the others. Dan is under partial guardianship in the field of
finances.

He goes to work in a vineyard, occasionally helps in construction work as a brigade. In his spare
time, he likes to go with his friends for a beer, likes disco clubs, and visits relatives. At home he
listens to music, is on the Internet or likes to cook something good.

Dan is looking for a girlfriend and he communicates a lot with different women on the Internet.
Despite having different bad experiences, t he did not learn much. In sheltered housing, they try
to talk with him about the risks, but he sometimes gets into trouble, he does not know how.

Interview with Dan

What do you use most on the Internet?

All possible ... girls ... | write...

And do you write ... does it mean by mail with your friends? Or some is dating sites?

Well, | have a Facebook account.

And a dating sites to meet new people?

Well, I'm here ... how many times have | been unsuccessful withSjintsething has happened
to me and it has blocked my ¢&book. They even blocked my Messenger.
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And do you know why?

| do not know.

And who did you write to?

Well, with some Asians too.

With Vietnamese?

Yeah.

And how often are you on the Internet?

Nearly every daysometimes not ... like | was in the brigadetfoee days.

And on Facebook you only write with people you know?

Well, | will add some girls.

Someone will contact you and you will add this person?

Well, maybe | will write, and if she wants something, then | will stop writing.

And what's good for you on the Internet — pleasant or beneficial for you?

So | write with a friend, a classmate. | use it that way

So you mainly communicate with other people?

Yeah.

Did you have any bad experience?

YeahWith girls ... they wanted money.

And how did it happen, it was via Facebook? With someone you did not know before?

Well | knew her, | wrote with her. Well then ... | gave her money and then she made me a fool.

You thought you were friends?

Yeah, | helped her and nothing.

She wanted to borrow money?

Yeah, | sentdér money and then she humiliated me...

And since then, have not you done anything like that? That you would believe someone else?

No, not anymore. | wanted to help her, so | helped and...

49



And do you think she lied to you?

I do not know, | just did not séer.

And did you learn something from it?

| have learned a lot, | do not really believe girls

And when someone you do not know will write to you ...?

So | will ask her what she wants, and when she wants money, I'll block her right away.

And do you know how to block or set up privacy on your account?

They will help me here ... assistant. Ask her how it is.

Note: Because Dan has referred me to an assistant, | talked to her about his activities, and she
explained to me that his account was blocked severaldibezause he had some inappropriate
content in contact with Asian girls. He also communicated with them in a way that was
unacceptable for social networking. He himself did not understand why they blocked him.

It seems that Dan is more vulnerable because of the unfulfilled need for a partner relationship.
He may know about the risks, he has had bad experiences, but because of this need, he is
frustrated, he continues to behave in a risky way. Here, intense prevention could be helped. It
could be a longer period where Dan is exposed to risk-taking situations. At the same time, work
needs to be done to meet his need for partnership and sexuality, because as long as these needs
are not met and none will work with it, it is possible that risky and inappropriate behaviour will
persist.

Dan is an adult man who is under partial guardianship in the area of financial management,
execution of legal acts and decision about his health, but deciding who, when and where to
meet and with whom he will have sex is only his decision. Dan is able to take care of himself, but
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should know that dating on the Internet has its own risks; we can never know who is hiding
behind the computer screen, many people use "fake" profiles of other people to abuse. When
it comes to communicating with women over the Internet, you need to ask them what they
were talking about, what they wanted money for (whether it was for sex, but if they agreed,
nothing would be wrong), the problem would only be if the facts could qualify as extortion, see
Lukas description. It is necessary to know the exact story that the women wrote and why they
wanted money to qualify the facts.

It might also be worth mentioning that social networking providers have the right to block
inaccurate content, blocking accounts, which is probably what happened to Dan, probably
reported by other users as inappropriate content.

Good prevention could reduce the risk behaviour. It isimportant to know what are the safe rules
for Internet communication, what | tell about myself, where should | meet a person | do not
know, what are the risks of letting someone taking photo of me naked, how can | verify that |
can trust a person.

It is important to talk to people about their needs to have partnership and about their sexuality.
Because as long as these needs are not met and none will work with it, it is possible that risky
and inappropriate behaviour will persist.

To have friends and people around who person can trust is very important.
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Inclusion Europe

Case study 8Blackmail following the sharing of intimate photos

Age ?

Type of disability Mild intellectual disability

Where is she/he from (village, small city; Small town
big town etc.)

Where does she/he live (with parents, in|  Alone, in his own apartment, with access to
own flat, protected flat etc.) assistance if he wishes

What does she/he do in life (works, at Works in a sheltered workshop
home, at workshop etc.)?

Where does she/he use the internet? At Home

Other important information

Fr an ¢ oi-Blackrhad With itBnate pictures

Francois lives in his own in an apartment. If he needs assistance, he can visit a center located in
the neighbourhood, a service offered by the protected housing service provider of the region.
Francois uses internet on a regular basis. He mainly uses Messenger and Facebook to be in touch
with his family and colleagues. He also regularly uses the Internet to plan his visits to other cities.
He once had an unpleasant experience, due to his use of Messenger and Facebook. A lady texted
him on Messenger. They started exchanging messages before the conversation took another
turn and she asked him to send pictures of him naked. He did it, though he is aware that he
should not have done that. The person began to blackmail him and ask for large sums of money,
threatening to share the intimate photos he sent her if he did not comply. She threatened to
share these photos with all his contacts on Messenger and Facebook. He refused and then
"blocked" her to prevent her from contacting him via Messenger. She then tried to contact him
again through other online chat platforms by creating various profiles on Facebook, posing as
another person. Because he refused to give her the money she was asking for, she started
sharing the picture of him naked on social networks with all his contacts.
A few days later, his cousin called his aunt, who he was with. his cousin informed her aunt that
she had seen / received photos of him naked on Facebook. The pictures were finally seen by
many members of his family. The person who was trying to blackmail Francois then also asked
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substantial amount of money to his aunt, as well as from several other members of his family.
None of them agreed to give her money, and some informed her that if she continued, they
would report her to the police.

Francois was afraid to file a complaint because she threatened to file a complaint against him
for sending nude photos of him. His aunt told him that if the person filed a complaint, she would
also be prosecuted for trying to blackmail him and extract money from him. She also told him
that he too could be prosecuted for sharing pictures of him naked.

Friends and relatives, those familiar with the story as well as others, noticed that he was not
well. Francois did not eat well and had trouble sleeping because of the situation and knowing
that his friends had received these intimate photos of him. He was not coming at work. His
friends, however, were understanding and supported him. He was advised to talk about his
experience to a professional and get support to overcome this. He was able to talk to
psychologists from the Centre for assistance and also discussed the situation with his curator.

He still uses the Internet today but has learned from his experience and is now more careful.

{ dzLILI2 NII LISNBR 2y Qa O2YYSyli

Since the beginning of his accompaniment by the provider of housing services of the region,
Francois has proved to be a vulnerable person showing behaviours that led him to be victim of
abuse: he "lends" money that is not returned to him, he gives his bank card and the secret code,
he answers the commercial solicitors ...Francgois is also looking for a soul mate, he connects to
dating sites and social networks without protecting himself against malicious people. He opened
several Facebook accounts that can been consulted by all. He responds to any request to add to
the list of friends when it comes to a woman because he hopes for a relationship.
The educational team noticed a change in behavior at Francois : he was sad, tired and was not
going to work anymore. A member of his family contacted the educational service to inform him
of the disclosure of an intimate photo. The referent educator exchanged on the situation with
Francois. He explained everything, he felt guilty of having been unaware of the danger. He
created another Facebook account. With the educator, they searched, in vain, the contact
details of the lady but she had already deleted her account. Frangois wrote an apology to those
who received the photo. He was also able to exchange with his delegate for the protection of
the majors as well as with the psychologist of the service.

Following the photo incident, Francgois did not wish to complain, he said he was ashamed and
especially afraid to be, himself, prosecuted because he sent the photos. Since then, he has been
more suspicious of women he met on the internet. He takes into account the advice and remarks
that family members and professionals can make in terms of social relations. He also
strengthened the protection of his Facebook account.
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Case study9 Hacking of Facebook account

Age 25

Type of disability Mild intellectual disability

Where is she/he from (village, small city, | Small town
big town etc.)

Where does she/he lives (with parents, in | In his own housing in a protected structure
own flat, protected flat etc.)

What does she/he do in life (works, at Works in sheltered workshop
home, at workshop etc.)?

Where does she/he use the internet? At Home

Other important information -

Pierre makes little use of internet. He mainly uses Facebook, to talk to some people in his family,
including his cousin. He is part of the self-advocacy group in his community and has previously
been elected resident representative of the housing structure in which he lives.
Pierre also had problems following his use of the internet. His account was hacked. He realized
it as he was trying to connect. A Facebook message told him that because his account had been
hacked, he could no longer access it. His account was hacked five times in total, and he decided
each time to create a new account. He talked to his father about the latest hacking. After the
5th time, his father advised him not to create a new Facebook account again and not to use
Facebook anymore, and that's what he did. He agreed with his father about it. He no longer
wants to use Facebook and now prefers to communicate with his family by texting, with his
mobile phone. He explains that even if he was given advice to better secure his Facebook profile
and use the Internet safely, he would still not want to use Facebook. His father is not himself a
Facebook user. Pierre says that his father had a similar experience, as his email address was
hacked.
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Pierre is a 26-year-old adult with moderate intellectual disability and under the autism
spectrum. He is sociable and appreciated by his comrades. He has created a network of friends
and co-workers. He likes to get involved in groups and associations to actively participate, having
a role, a responsibility, a recognition. It is rather rewarding and deserved because Pierre invests
a lot of his time in it.

Pierre has some notions in reading and writing, he has a mobile phone that he uses on his own
regularly in his room, at his parents and sometimes at his workplace.

He does not have full control over this tool nor the knowledge of the rights and freedoms in the
computer field, he can get himself and his family in troubles.
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Case stud0 Cyber haassment

Age

26

Type of disability

Mild intellectual disability

Where is she/he from (village, small city,
big town etc.)

Small town

Where does she/he lives (with parents, i
own flat, protected flat etc.)

In a studio with her partner, in a protected
housing

What does she/he do in life (works, at
home, at workshop etc.)?

Works in a sheltered workshop

Where does she/he use the integt?

At Home

Other important information

Olivia (alias) lives in a private studio in a sheltered residence with her companion. She is a regular
Internet user. She uses social networks like Facebook and online messaging, like Messenger, as
well as other apps like Snapchat and Instagram. She also uses the Internet to get information,
watch videos on YouTube and download music via google MP3. But what she does mostly online
is play online games.

Despite her diverse use of the Internet, the incidents she experienced, and still experience, have
occurred via Messenger. She was harassed via Messenger, and even received a death threat.
She also received insults from the same person. This man asked her to send pictures of her
naked, which she refused. He tried to blackmail her and made other indecent proposals. These
requests really made her feel uncomfortable. She did not dare to talk to others about it and then
withdrew into herself. She felt bad due to the situation.

She finally spoke to the manager, who tried to advise her and explained to her that it was
necessary to stop communicating with the person harassing her. Olivia then blocked the person
on Facebook so that he could not contact her anymore. She had basically accepted the "friend
request" thinking that this person was benevolent.

More recently, she experienced a similar situation again. One person harassed her again by
messages and calls. The person also took her identity on Facebook and used her personal photo
to create a new Facebook profile. He sent messages to Olivia's friends via this fake profile posing
as her or pretending to be one of Olivia's family members. She blocked him so that he could no
longer contact her by message on Facebook. Moreover, as this person is living in the same

56



residence as her, the harassment was happening face-to-face and continued online. As a result,
after talking about it, she decided to go to the police to file a harassment complaint. Her referent
accompanied her. The police followed up on her complaint and the person was the convocated
to the police (the letter of convocation did not mention Olivia and therefore he did not know
who it was coming from).

Olivia says she was afraid of retaliation if she complained. She took a long time to talk about
what was happening to her. Today, she
can talk to her companion about it. Her
companion shared that they talked a
lot together and he insisted until he
convinced her to react and not let the
man keep harassing her.

Olivia says that since what happened
to her, she's using Facebook less and
less.
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Olivia is a pretty person, leader in the residence she lives in. She likes to please and easily helps
others. She likes to be on her mobile phone and on social networks. As digital tools become
more intuitive, they are easily accessible for people with mild or moderate intellectual
disabilities. From this point of view, people with and without disabilities are at the same stage
of knowledge for the manipulation of these tools as all persons.

However the means of protection of personal data are not sufficiently known to digital users.
Dematerialization further exposes people with intellectual disabilities to risks because they do
not visualize the emotions of their interlocutors, and they do not always know how to stop a
virtual relationship.

In addition, the professionals who accompany are not necessarily knowledgeable on these new
means of communication and do not necessarily have access to this sphere of intimacy in which
the residents interact. Benevolence is necessary to realize the good use of these digital tools,
not to prohibit because it can also be a way to avoid isolation; but it becomes necessary to do
prevention against the risks of cybercrime.

At the residence, we looked for the competent professionals to explain to the residents how
they could protect themselves but also how these same residents could sometimes become
authors of criminal acts; as in the case of this person who allows himself to use Olivia's identity
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without realizing how much he persecutes her and without imagining that he can be sued for it.
Olivia has reduced her friends list, she has closed Facebook accounts and she now plays a

preventive role to the people she meets. She has also freed herself from her addiction to screens
and prefers more real exchanges.
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